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Description

FIELD OF THE INVENTION

[0001] The present invention is enclosed in the field of authentication methods in a Client-Server Architecture. In
particular, the present application relates to policy-based authentication methods for authenticating user(s), applica-
tion(s), or device(s) and has its significance in the domain of Cybersecurity application-layer authentication.

PRIOR ART

[0002] Aproblempresent in the state of the art is Client Identity verification. Client Identity verification can be done in the
following ways: i) password-based authentication; ii) multi-factor authentication; iii) Certificate-based authentication; iv)
Token-based authentication. Examples of such methodologies are disclosed in US 2020/120086 A1 and in US
2007/130474 A1, and in references [2] and [3].
[0003] However, any of these methodologies presents problems. Notably, password-based authentication can be
subject to phishing attacks, password guessing, etc. The multi-factor authentication is prone to situations when the
devices are lost or unavailable to generate authentication codes. In its turn, certificate-based authentication is vulnerable
to the theft of private keys. Finally, token-based authentication can be expensive when generating very secure tokens. If
the token is leaked due to an unsecured connection, it can create several problems.
[0004] The present solution is intended to overcome such issues innovatively.

SUMMARY OF THE INVENTION

[0005] It is, therefore, an object of the present invention, amethod, as defined in the appendedclaims, for authenticating
a Client in a Client-Server Architecture. Themethod developed can be used by application(s) or device(s) to authenticate
user(s), application(s) or device(s). These entities are further referred to as "Client" for the present application.
[0006] This method has three main components: Data, Model, and Policies. The data is made up of synthetic and real
passwords of Clients. TheModel is generated using the data and a computational modeling technique namedRegulated
Activation Network - RAN - [1]. Policies are created using the Model.
[0007] This new method for authenticating Clients in a Client-Server architecture has its significance in the domain of
cybersecurity application-layer authentication. More particularly, the Client’s input passcode is encoded using the RAN
Model. Depending upon the Policy shared between the Client and Server, the different combinations of encoded
passcodes are selected based on the number of layers and number of nodes in each layer in the Model generated.
After every successful operation, a new Policy is generated and shared between the Client and the Server.
[0008] Because of these new policies, the Client inputs the same passcode for every authentication attempt, but the
passcode communicated over the network is always different. Thismethod is different from the prior art at least because it
uses a Computational Model as part of the authentication procedure and uses Policies generated from theModel and the
Client’s passcode to generate the Client’s encoded identity verification code. The advantages in respect of the prior art
include random encoded passcode generation for the client’s identity verification. This randomness also ensures that the
generated encoded passcodes are never repeated in two successive authentication attempts.
[0009] For that purpose, in an advantageous configuration of the present invention method, it comprises a Model
creation process, a Client creation process, and a Client authentication process.
[0010] The Model creation process is responsible for generating a Hierarchical model based on feeding a RAN
computational model with a randomly generated N-dimensional input Dataset.
[0011] In its turn, the Client creation process generates a Client’s Encoded Passcode Hierarchy by feeding the
Hierarchical model with a Client’s passcode. The Client’s Encoded Passcode Hierarchy comprises a set of encoded
passcodes representing encoded versions of the Client’s passcode, and it is saved on the Server. The Client creation
process is also responsible for generating a Policy for the Client’s next authentication attempt and sharing it between the
Client and the Server.
[0012] On the Client-side, the Client authentication process generates a Client’s Encoded Passcode Hierarchy by
feeding theHierarchicalModel with theClient’s passcode. It also generates aClient’s Encoded passcode using the Policy
shared between theClient and theServer. Additionally, it authenticates theClient at the server-side if theClient’s encoded
passcodematches an expected encoded passcode generated at the server, using the savedClient’s Encoded Passcode
Hierarchy and the sharedPolicy. Finally, a newPolicy is generated if theClient is successfully authenticated, which is then
shared between the Client and the Server for the next Client’s authentication attempt.
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DESCRIPTION OF FIGURES

[0013]

Figure 1 shows the Model Creation stage of the method of the present invention. As shown to create the model, an
input dataset (1) is fetched from a database and fed to the Computational Model (2) named Regulated Activation
Network (RAN). RAN generates a Hierarchical Model (3), as shown in Figure 2.
Figure 2 showsanexample of a 4-LayeredModel (3) generated usingRAN’sModelling (2). Layer L.0 is the input layer
where 4 nodes depict the dimension of the input data, i.e., the dataset used to build this model has 4 columns. The
Layers L.1, L.2, and L.3 are the dynamically generated layers where each node is an abstract representative of the
input data.
Figure 3 shows an example of the Client’s input Passcode (7) transformation into an Encoded Passcode (6). The
Figure shows that all the layers (L.1 to L.3), except the input Layer L.0, form theClient’s EncodedPasscodeHierarchy
(4), where each layer (L.1 to L.3) stores an encoded version of the Client’s Passcode (7). The Policy (5) is a JSON
format where the ’Key’: [LIST] pair determines the Layer: [Node(s) index(s)] respectively. Based on this Policy, the
encoded Passcodes are grouped to form the encoded passcode.
Figure 4 shows a Model (3) of 8 Layers (L.0 to L.7) that was generated using the RAN’s modeling (2) to prove the
concept of authentication using RAN’s model. Layer L.0 has 5 Nodes which depicts that the dataset consists of 5
columns.
Figure 5 refers to anembodiment of themethodof the present invention showing theClient registrationprocess. In the
procedure, the Client (12) sends to the server (9) the Client’s ID (10), a Token (11) provided by the server (9), and the
Client’s input Passcode (7). The server (9) verifies the credential’s provided and then registers the Client (12) and
responds with the Model (3) and Policy (5) for the next authentication attempt.
Figure 6 refers to an embodiment of the method of the present invention showing the Client’s authentication
operations. The Figure shows all the entities required for the authentication of the Client (12), i.e., the Client’s input
passcode (7), Hierarchical Model (3), Shared Policy (5), Encoded Passcode Hierarchy (4), and the Encoded
Passcode (6). The Figure also shows the flow of the authentication process, both from the Client (12) and Server (9).
Figure 7 refers to an embodiment showing the Client creation and Authentication procedure of the decentralized
approach of themethod of the present invention. For registration, theClient (12) sends (8) to the server (9) theClient’s
ID (10), a Token (11) provided by the server (9), the encoded passcode hierarchy (4), and the policy (5) for the next
authentication after registration. TheServer (9) verifies the credential’s provided and then registers the client (12) and
responds (13) with the registration failure or success message. For Authentication, the client (12) only sends (8) the
encoded passcode (6) and the policy (5) for the next authentication, and the server responds (13) to the client with a
failure or success message.

DETAILED DESCRIPTION

[0014] Themoregeneral andadvantageousconfigurationsof thepresent inventionaredescribed in theSummaryof the
invention. Such configurations are detailed below in accordancewith other advantageous and/or preferred embodiments
of implementation of the present invention.
[0015] The authentication method of the present invention comprises a Model creation process, a Client creation
process, and a Client Authentication process. Additionally, themethod can be implemented in a centralizedmanner such
that the Model creation process, the generation of the Client’s Encoded Passcode Hierarchy (4) on the Client creation
process, and the generation of the Policy (5), (5.1) on both the Client creation process and Client authentication process
are executed at the server’s side. The Client (12) stores the Hierarchical Model (3) and the Policy (5), (5.1).
[0016] Alternatively, themethodcanbe implemented inadecentralizedmannerwherein theModel creationprocess, the
generation of the Client’s Encoded Passcode Hierarchy (4), and the generation of the Policy (5), (5.1) on both the Client
creation process and Client creation authentication process are executed at the Client’s side. The Server (9) stores the
Client’s EncodedPasscodeHierarchy (4), thePolicy (5), (5.1), and the respectiveClient’s ID (10). Alongwith the strengths
related to the randomness in encodedpasscodegeneration, this decentralizedmanner empowers theClient (12)machine
to have full control over the creation and store of the main authentication-related credentials (i.e., Model, Passcode, and
Policies.) and limits the roleof servers (9) in saving theClients (12) relatedcredentials. In fact, theModel (3) generationand
its update are independent of theServer (9), i.e., theClient (9) only notifies theServer (9) with the passcode hierarchy (4) if
a newModel (3) is generated or a new Client (12) is created. Therefore, an attack on the server (9) does not compromise
the Client’s and authentication model related credentials.
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Model creation process

[0017] In the centralized approach, the creation of Model (3) is executed on the server-side by the server administrator,
selecting the amount of data to build themodel. Additionally, the server administrator also sets the hyperparameters of the
RAN’s model (2) that further builds the Model (3). When Model (3) is built, it is made available to all the Clients (12).
Alternatively, in the case of a decentralized approach, the creation of the Model (3) is a Client (12) operation, where the
client-side application randomly generates anumerical dataset considering the client’s passcodeminimumandmaximum
values.TheClient’sapplicationalsoarbitrarily selects thehyperparametersof theRAN’smodel, furtherbuilding themodel.
When the model is built, it is saved on the client’s device for further usage.
[0018] When an existing Client (12) logs in to the Server (9), it is authenticated by the old model (3) first, then its stored
input passcode (7) is used to generate a new encoded passcode (6) set using the newly generated model (3). Therefore,
newModels (3) can be arbitrarily generated, and theClient’smodel (3) will be updated automatically. These intermittently
changedModels (3) drastically add to the variability induced by the randompolicy generation during the policy generation.
This has been verified by regularly changing theModel (3) while testing the authentication andClient creation operations.
In Figure 1, we can see three entities and their flow, which are described as follows:

a. First, it is the dataset (1). The dataset (1) is synthetically created by the server administrator, in the case of a
centralized approach, having a predefined dimension, i.e., the features (or columns, or attributes). In the case of a
decentralized approach, the dataset (1) is synthetically created by the Client’s application automatically. The
dimension of the dataset, i.e., the features (or columns, or attributes), are decided by the Client’s input passcode
(7). Each data unit is an integer value between a Minimum and Maximum Integer. The number of instances, i.e., the
sizeof thedata points, is alsodecidedby the server administrator or theClient’s application, and in oneembodiment of
themethod of the present invention, it is in the range of 1 to 2000. In the case of a centralized approach, in the process
of creating a new Client (12), it’s passcode (7) may be verified in light of the specifications of the dataset (1) that the
server administrator defined. If there is a match, the Client (12) is registered, and its passcode (7) is appended to the
dataset (1).Alternatively, in thedecentralizedapproach,whencreatinganewClient (12), their passcode (7) ismerged
with thegenerateddata (1) andpassed formodel generation (2). For this proof of concept, a dataset of 1000 instances
was generated, the dataset has 5 dimensions, and the data value of each unit is an integer between 1 and 1000.
b.Second is theComputationalModel (2). Thecomputationalmodel used is theRAN [1]. Thismodeling techniquecan
generate a hierarchical model from the dataset (1), as shown in Figures 2 and 4. For the proof of concept, it is
configured theRAN’smodeling (2) to useK-means as concept identifier. The ’k’ of theK-meanswas set to 15, 10, 4, 2,
7, 3, & 5 to determine the number of nodes for Layers L.1, L.2, L.3, L.4, L.5, L.6, L.7, and L.8 respectively. This
configuration can be changed by the server administrator or by the Client application arbitrarily, in the case of a
centralized or decentralized approach, respectively.
c. Third is the Model (3). This multi-layered model is generated using the RAN’s modeling technique (2). In an
embodiment, thegeneratedRAN’smodel (2) has8Layers,whereinL.0 is the Input layer, and theother 7Layers (L.1 to
L.7) are the Abstract Concept Layers, as shown in Figure 4.

Client creation process

[0019] In a centralizedapproach, theClient (12) sendsaClient creation requestwith theClient’s ID (12), a passcode (7),
anda token (11).Upon successful token (11) validation, theClient’s passcode (7) is usedas input to theRAN’smodel (2) to
generate the encoded passcode (6). The encoded passcodes contained in the Client’s encoded passcode hierarchy (4)
are stored for theClient’s authentication, and theClient’s passcode (7) is stored to create newly encodedpasscodeswhen
the models (3) are changed. Figure 5 illustrates the Client creation process. This process may be described as follows:

a. Ensure that the RAN’s model (2) is already generated and stored at the Server (9);
b. ThroughRESTAPI, theClient (12) provides apasscode (7), a token (11), i.e., an arbitrarily large integer providedby
the server administrator, and the client’s ID (10) to the Server;
c. TheServer (9) verifies theClient’s passcode (7) and token (11) if it is according to thespecificationsof thedataset (1)
created by the server administrator and the expected token at the Server (9). If any of the two fails to verify, then a
FAILURE message is reverted to the Client (12);
d. If both are verified, the Client’s passcode (7) is normalized between 0 and 1 and passed to the RAN’s model (2) to
generate an Encoded Passcode Hierarchy (4) for the Client’s passcode (7) and save it for the Client’s information at
the Server (9);
e. The Server (9) then generates a Policy (5) of arbitrary size using the RAN’s model (2) architecture specifications.
The Policy (5) size varies between aminimumandmaximum integer and is decided by the server administrator. In an
embodiment, the range of Policy (5) was set between 5 and 60;
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f. The generated Policy is saved with the Client’s information as an expected Policy (5) for the next authentication
attempt by the Client (12).
g. The copy of Policy (5) and the Generated Model (3) is sent back to the Client (12) through the REST interface.
h. The Model (3) and the Policy (5) are saved in the Client’s system.
i. The process terminates.

[0020] Alternatively, in the case of a decentralized approach, the Client (12) sends a Client creation request with the
Client’s ID (10), a token (11), Encoded Passcode Hierarchy (4), and Policy (5). Upon successful token (11) validation, the
Client (12) is acknowledgedwith a successmessage. Figure 7 describes theClient creation process. This processmaybe
described as follows:

a. Ensure that the RAN’s model (2) is already generated and stored at the Client’s device;
b. Through REST API, the Client (12) provides a token (11), i.e., an arbitrarily large integer provided by the server
administrator, Client’s ID (10), and Encoded Passcode Hierarchy (4), and Policy (5) to the Server (9).
c. The Server verifies the token: If token verification is successful, then a newClient (12) is created with the unique ID
(10), provided by the Client (12) along with the Client’s Encoded Passcode Hierarchy (4), and Policy (5) for the next
authentication. All these credentials are saved on the Server (9). A response is sent to the Client (12) stating the
successful creation of theClient (12). If the token is not verified, then a ’ProcessUnsuccessful’ response is sent to the
Client (12).

Client authentication process

[0021] This process verifies the Client’s identity. In this authentication process, three things are essential: first, the
Client’s input passcode (7); second, the Model (3) shared between Client (12) and Server (9); and third, the Policy (5)
sharedbetweenClient (12)andServer (9).WhenaClient (12)attempts toauthenticate, it’spasscode (7) is passed through
theModel (3) to produce theClient’s EncodedPasscodeHierarchy (4). Further, anEncodedPasscode (6) is createdusing
thePolicy (5) and theClient’s EncodedPasscodeHierarchy (6). ThisEncodedPasscode (6) is sent to theServer (9). In the
case of a decentralized approach, a new Policy (5.1) for the next authentication is also sent to the Server (9).
[0022] Toverify theClient (12), theServer (9) loads theClient’sEncodedPasscodeHierarchy (4) savedon theServer (9)
and the Policy (5) that was shared between the Client (12) and the Server (9). If both the encoded passcodes match, the
Client (12) is acknowledgedwith an authentication successmessage. In the case of a centralized approach, a newPolicy
(5.1) is also sent to theClient (12) to be used in the next authentication approach. In the case of a decentralized approach,
the current Policy (5) at the server (9) is replaced by the new Policy (5.1) sent by the Client (12). If both the encoded
passcodes do not match, the Client (12) is acknowledged with an authentication failure message.
[0023] The method developed ensures that in two consecutive authentication attempts by a Client (12), the Encoded
Passcode (6) is never repeated, which is confirmed by keeping a log of Policies (5) used in the Authentication operations.
Table 1 lists the Iteration Log obtained that proves it. Validation was performed from 100 authentication operations until 1
million authentication attempts in different experiment sets. It can be seen that until 10,000 authentication operations, no
two consecutivePolicies (5)were repeated.When the authentication iteration grew to 50,000 attempts, it can beobserved
that Policies (5) have repeated, but two Policies (5) are never observed one after the other in two consecutive
authentication attempts.

Table 1

Authentication
Iteration

Index of Consecutive
Repeated Policy

Count of Consecutive
Repeated Policy

Unique Policy
Count

Repeated Policy
Count

100 [] 0 100 0

500 [] 0 500 0

1,000 [] 0 1,000 0

5,000 [] 0 5,000 0

10,000 [] 0 10,000 0

50,000 [] 0 49,995 5

3,13,353 [] 0 3,13,295 58

5,73,583 [] 0 5,73,383 200

8,33,245 [] 0 832,851 394
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(continued)

Authentication
Iteration

Index of Consecutive
Repeated Policy

Count of Consecutive
Repeated Policy

Unique Policy
Count

Repeated Policy
Count

10,00,000 [] 0 9,99467 533

[0024] Figure6shows theentireClient authenticationprocess in caseof a centralizedapproach.Theprocessmaybeas
follows:

a. Ensure that the RAN’s Modelling (2) Library is available at the Client’s device;
b. The new RAN’s model instance is created and loaded with the RAN’s model (3) provided by the Server (9);
c. The Client (12) enters its passcode (7), and it is normalized between 0 and 1 and passed to the RAN’smodel (3) to
generate the Encoded Passcode Hierarchy (4) of the Client’s passcode (7).
d. The shared Policy (5) provided by the Server (9) is applied to the Encoded Passcode Hierarchy (4) of the Client’s
passcode (7), and an Encoded Passcode (6) is generated for the Client’s verification at the Server (9).
e. The Encoded Passcode (6) is sent to the server (9) via REST interface along with the Client’s ID (10);
f. Upon receiving an authentication request, the Server (9) checks if the Client’s ID (10) exists; if not, then a failure
message is reverted to the Client (12);
g. If the Client’s ID (10) exists, the Client’s saved Encoded Passcode Hierarchy (4) is loaded along with the expected
Policy (5). This Policy (5) is applied to the Client’s saved Encoded Passcode Hierarchy (4) to generate an encoded
passcode. This encoded passcode is compared with the Encoded Passcode (6) sent by the Client (12). If the
passcodes do not match, the Client (12) is reverted with an authentication failure message;
h. If the passcodes match, the Client (12) is verified;
i. A new Policy (5.1) is generated by the Server (9), and one copy of the Policy (5.1) is saved with the Client’s
information at the Server (9) as an expected Policy (5) for the Client’s next authentication attempt;
j. The other copy of the Policy (5.1) is sent to the Client along with a successful authentication message via REST
interface;
k.At theClient (12), if the response isasuccessful authenticationmessage, thensave thenewsharedPolicy (5.1) sent
by the Server (9) for the next login attempt.

[0025] Figure 7 also shows the entire authentication process in the case of a decentralized approach. TheProcessmay
be as follows:

a. Ensure that the RAN’s Modelling (2) Library is available at the Client’s device;
b. The new RAN’s model instance is created and loaded with the RAN’s model (3) saved on the Client’s device;
c. The Client (12) enters its passcode (7), and it is normalized between 0 and 1 and passed to the RAN’smodel (3) to
generate the Encoded Passcode Hierarchy (4) of the Client’s passcode (7);
d. The shared Policy (5) is applied to the Encoded Passcode Hierarchy (4) of the Client’s passcode (7), and an
Encoded Passcode (6) is generated for the Client’s verification at the Server (9);
e. A new Policy (5.1) is created;
f. TheEncodedPasscode (6) is sent to theServer viaRESTinterfacealongwith theClient’s ID (10) and thenewPolicy
(5.1);
g. Upon receiving an authentication request, the Server (9) checks if the Client’s ID (10) exists; if not, then a failure
message is reverted to the Client (12);
h. If the Client’s ID (10) exists, the Client’s saved Encoded Passcode Hierarchy (4) is loaded along with the expected
Policy (5). This Policy (5) is applied to the Client’s saved Encoded Passcode Hierarchy (4) to generate an encoded
passcode. This encoded passcode is compared with the Encoded Passcode sent by theClient (12). If the passcodes
do not match, the Client (12) is reverted with an authentication failure message;
i. If the passcodes match, the Client (12) is verified;
j. The New Policy (5.1) sent by the Client (12) is saved at the Server (9) as an expected Policy (5) for the Client’s next
authentication attempt.

[0026] The robustness of the developed authentication method, with respect to randomness, is achieved through the
Policies (5). ThePolicy (5) itself is derived from the architecture of theModel (3) generated usingRAN (2). APolicy (5)may
be made using the following steps:

a. The size of thePolicy (5) is decided by the server administrator, in the caseof a centralized approach, by choosing a
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number in a range of two integer numbers. Alternatively, if a decentralized approach is considered, the size of the
Policy (5) is arbitrarily decided by aClient’s application. The proof of concept used the range of Policy sizes between 5
and 60.
b. The randomly chosen size of the Policy (5) determines the number of elements that will be in the policy;
c.Eachelement of thePolicy (5) is apair of LayerIDandList ofNode(s) in theLayer. ThePolicy elementsmaybemade
as follows:

i. A Layer (L.1 to L.β‑1) of the Model (3) is randomly chosen. Note, the range of layers is always between L.1 to
L.β‑1,whereβ is the number of layers in theModel (3). Layer 0 is never used in thePolicy (5) because it can reveal
the Client’s passcode (7);
ii. Once the layer (L.1 to L.β‑1) is chosen, then a list of one or more nodes is created by arbitrarily picking one or
more nodes from the chosen layer (L.1 to L.β‑1);

d. The generated Policy (5) looks like a JSON script, as shown in Figure 3, where the JSON Keys are the Layer-ID of
the Model and JSON values are the node ID(s) of the layer.

[0027] TheClient’sEncodedPasscodeHierarchy (4) canbegeneratedbypropagating theClient’s input passcode (7) to
thegeneratedRAN’smodel (3). This processencodes theClient’s input passcode (7) into varied sizesbasedon the sizeof
the layers of theModel (3). For example, in Figure 3 the input passcode (7) is [30, 270, 150, 210]. At the input layer, L.0, the
passcode (7) is normalized between 0 and 1 (by dividing themby 300), but the size of the passcode (7) remains the same.
In Layer L.1 dimension of input is reduced to 2with encoded values [0.01, 0.68]. At Layer L.2 the dimensionwas expanded
to 7with encoded values [0.15, 0.23, 0.32, 0.1, 0.05, 0.08, 0.6] and the last layer L.3 the dimension is again reduced to size
3 with encoded values [0.001, 0.8, 0.17]. These encoded input passcode at different layers are seen as a hierarchy of the
Client’s input passcode (4). Note, the Encoded Passcode Hierarchy (4) of the Client (12) does not include the input Layer
L.0because it can reveal theClient’s input passcode (7). Therefore, theEncodedPasscodeHierarchy (4) of theClient (12)
consists of encoded passcodes from Layer L.1 onwards until the highest layer (L.β‑1) in the Model’s architecture. At the
Server (9), this EncodedPasscodeHierarchy (4) exists in a persistent form, i.e., it is savedwith the Client’s profile in place
of the Client’s Passcode. This hierarchy (4) is generated on the Client’s side whenever the Client (12) attempts to perform
theauthentication. In thecaseof adecentralizedapproach, theEncodedPasscodeHierarchy (4) is controlledby theClient
(12), i.e., whenever the Client (12) wants, can replace the current Encoded Passcode Hierarchy (4) with a new one.
[0028] The Encoded Passcode (6) is the actual passcode that is sent by the Client (12) via the internet (for example) to
theServer (9) for authentication. TheEncodedPasscodegeneration is depicted inFigure 3. ThisEncodedpasscode (6) is
generated twice in one authentication attempt:

a. First, at the Client-side, where the Client (12) enters its passcode to the RAN’s model (3) to generate its Encoded
Passcode Hierarchy (4), then using the shared Policy (5), the Encoded Password (6) is generated. In Figure 3, the
shared Policy (5) selects the encoded passcode at node 1 fromLayer L.1, nodes 2, 3, & 7 at Layer L.2, and node 3& 1
from Layer L.3. These selected encoded passcodes are grouped to form the Encoded Passcode (6), which is sent to
the Server (9) for verification along with the Client’s ID;
b. Second, on the Server side, upon receiving a legitimate authentication request, the server loads the Client’s
EncodedPasscodeHierarchy (4) saved on theServer (9). Then theServer (9) loads the expectedPolicy (5) and uses
it to determine the expected Encoded Passcode (6) from the Client (12).

[0029] Aswill be clear to one skilled in the art, the present invention should not be limited to the embodiments described
herein, and a number of changes are possible which remain within the scope of the present invention.
[0030] Ofcourse, thepreferredembodiments shownaboveare combinable, in thedifferent possible forms, beingherein
avoided the repetition of all such combinations.
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Claims

1. Method for authenticating aClient in aClient-Server architecture, themethod comprising aModel creation process, a
Client creation process, and a Client authentication process; wherein,

the Model creation process generates:

(i) at theClient-side or at theServer-side, aHierarchicalmodel (3), sharedbetween theClient and theServer,
based on feeding a Regulated Activation Network computational model (2) with a randomly generated N-
dimensional input Dataset (1), said Hierarchical model (3) comprised by a plurality of layers;

the Client creation process generates:

(i) at the Client-side or at the Server-side, a first Client’s Encoded Passcode Hierarchy (4) by feeding the
Hierarchical model (3) with a Client’s passcode (7); the Client’s Encoded Passcode Hierarchy (4) being
saved on the Server (9) and comprises a set of encoded passcodes representing encoded versions of the
Client’s passcode (7); the Client’s Encoded Passcode Hierarchy (4) being formed by layers of the Hier-
archical model (3), wherein each of said layers, except input layer, stores an encoded version from said
encoded versions of the Client’s passcode (7);
(ii) at the Client-side or at the Server-side, a Policy (5) for the Client’s next authentication attempt, which is
shared between the Client (12) and the Server (9); and

the Client authentication process:

(i) generates, at the Client-side, a second Client’s Encoded Passcode Hierarchy (4) by feeding the
Hierarchical Model (3) with the Client’s passcode (7) and a Client’s Encoded passcode (6) is created using
the Client’s Encoded Passcode Hierarchy (4) and the Policy (5) shared between the Client (12) and the
Server (9);
(ii) authenticates the Client (12) at the server-side if the Client’s encoded passcode (6), received from the
Client, matches an expected encoded passcode generated at the server (9) using the saved first Client’s
Encoded Passcode Hierarchy (4) and the shared Policy (5);
(iii) generates, at the Client-side or at the Server-side, a new Policy (5.1) if the Client (12) is successfully
authenticated, which is shared between theClient (12) and the Server (9) for the next Client’s authentication
attempt.

2. Methodaccording toclaim1wherein the inputDataset (1) is formedbydataunitsof an integer type;eachdataunit isan
integer value between aminimumandmaximum integer; preferably, each data unit is an integer between 1 and 2000.

3. Method according to claims 1 or 2wherein theRegulatedActivationNetwork computationalmodel (2) is configured to
implement a k-means algorithm as a concept identifier.

4. Method according to any of the previous claims, wherein the Hierarchical Model (3) comprises a plurality of β layers,
each layer comprising at least one node, determining the size of the layer, and wherein layer L.0 is the input layer and
comprisesNnodes, beingN the dimension of the inputDataset (1); and layers L.1 to L.β ‑1are dynamically generated
layers, each of said layers storing an encoded passcode.

5. Method according to claim4,wherein in theClient creation process and theClient authentication process, theClient’s
passcode (7) is inputted in layer L.0of theHierarchicalModel (3) and the layersL.1 toL.β ‑1aredynamically generated
layers, eachof said layersstoringanencodedpasscode representinganencodedversionof theClient’spasscode (7).

6. Method according to claim 5, wherein the Client’s Encoded PasscodeHierarchy (4) is formed by layers L.1 to L.β‑1 of
the Hierarchical Model (3).

7. Method according to any of the previous claims wherein the process of generating a Policy (5), (5.1) is based on the
Hierarchical Model (3) and comprises the following steps:
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- selecting a number of elements for the Policy; preferably said number being in a range of two integer numbers,
even more preferably, said number being between 5 and 60;
- creating the selected number of Policy elements, each element being a pair of layer ID and a List of node(s) in
said layer and being formed by:

- randomly selecting a layer of the Hierarchical Model (3); the selection being made between layer L.1 and
layer L.β‑1;
- creating a list by arbitrarily picking one or more nodes from the selecting layer.

8. Methodaccording to claim7,wherein thePolicy (5), (5.1) is a JSONscriptwhere the JSONkeysare the layer-IDof the
Hierarchical Model (3) and the JSON values are the node ID(s) of the layer.

9. Method according to any of the previous claims 4 to 8, wherein in the Client creation process and the Client
authentication process, theClient’sEncodedPasscodeHierarchy (4) is generated by encoding theClient’s passcode
(7) into varied sizes based upon the sizes of each layer (L.1 to L.β‑1) of the Hierarchical Model (3).

10. Method according to any of the previous claims, wherein in the Client authentication process, the generation of the
Client’s Encoded Passcode (6) comprises the following steps, at the Client side:

(i) entering the Client’s passcode (7) to the Hierarchical Model (3) to generate the Client’s Encoded Passcode
Hierarchy (4);
(ii) applying the Policy (5) to the Client’s Encoded Passcode Hierarchy (4) to generate the Client’s Encoded
Passcode (6), being formed by grouping together the respective encoded passcodes.

11. Method according to any of the previous claims, wherein in the Client authentication process, the generation of the
expected encoded passcode (6) at the server-side, comprises the following steps:

(i) upon receiving an authentication request by the Client (12), the server loads the Client’s Encoded Passcode
Hierarchy (4), and the Policy (5) shared with the Client (12);
(ii) applying the Policy (5) to the Client’s Encoded Passcode Hierarchy (4) to generate the expected encoded
passcode (6), being formed by grouping together the respective encoded passcodes.

12. Method according to any of the previous claims 1 to 11, wherein the Model creation process, the generation of the
Client’s Encoded PasscodeHierarchy (4) on theClient creation process, and the generation of the Policy (5), (5.1) on
both the Client creation process and Client authentication process are executed at the server’s side; and
the Client (12) stores the Hierarchical Model (3) and the Policy (5), (5.1).

13. Method according to claim 12, wherein the Client creation process comprises the following steps:

- aClient (12) sendsaClient creation request toa server administrator; the request comprisingaClient’s ID (10), a
Client’s passcode (7), and a token (11);
- uponsuccessful token (11) validationby theserver administrator, theClient’s passcode (7) is usedas input to the
Regulated Activation Network computational model (2) to generate a Hierarchical model (3) and a respective
Client’s Encoded Passcode Hierarchy (4) for said Client’s passcode (7);
- the Client’s passcode (7) and the Client’s Encoded Passcode Hierarchy (4) are saved at the server (9) as the
Client’s information;
- the server (9) generates aPolicy (5) basedon theHierarchicalmodel (3), and thegeneratedpolicy (5) is savedat
the server (9) with the Client’s information as an expected Policy (5) for the next authentication attempt by the
Client (12);
- a copy of thePolicy (5) and theHierarchicalmodel (3) is sent to theClient (12) to be saved in theClient’s system.

14. Method according to any of the previous claims 1 to 11, wherein the Model creation process, the generation of the
Client’s Encoded Passcode Hierarchy (4), and the generation of the Policy (5), (5.1) on both the Client creation
process and Client creation authentication process are executed at the Client’s side; and
the Server (9) stores the Client’s Encoded Passcode Hierarchy (4) and the Policy (5), (5.1).

15. Method according to claim 14 wherein the Client’s creation process comprises the following steps:
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- the Client (12) sends a Client creation request to a server administrator;
the request comprisingaClient’s ID (10), aClient’sEncodedPasscodeHierarchy (4), aPolicy (5), anda token (11)
that is provided by the server administrator;
- upon successful token validation by the server administrator, the Client (12) is created with a unique ID;
- the server (9) stores theClient’s ID (10), the Client’s Encoded PasscodeHierarchy (4), and the Policy (5) for the
next authentication attempt by the Client (12).

Patentansprüche

1. Verfahren zur Authentifizierung eines Kündens in einer Kunden-Server-Architektur, wobei das Verfahren einen
Modell-Erstellungsprozess, einen Kunden-Erstellungsprozess und einen Kunden-Authentifizierungsprozess um-
fasst; wobei,

der Modell-Erstellungsprozess erzeugt:

(i) auf der Kunden-Seite oder auf der Server-Seite ein hierarchischesModell (3), das zwischen demKunden
und dem Server geteilt wird, basierend auf der Speisung eines regulierten Aktivierungsnetzwerk-Rechen-
modells (2) mit einem zufällig erzeugten N-dimensionalen Eingabedatensatz (1), wobei das hierarchische
Modell (3) aus einer Vielzahl von Schichten besteht;

der Kunden-Erstellungsprozess erzeugt:

(i) auf der Kunden-Seite oder auf der Server-Seite eine erste kodierte Kunden-Passcode-Hierarchie (4),
indem das hierarchische Modell (3) mit einem Kunden-Passcodes (7) gespeist wird; wobei die kodierte
Kunden-Passcode-Hierarchie (4) auf dem Server (9) gespeichert wird und einen Satz von kodierten
Passcodes umfasst, die kodierte Versionen des Kunden-Passcodes (7) darstellen; wobei die kodierte
Kunden-Passcode-Hierarchie (4) durch Schichten des hierarchischen Modells (3) gebildet wird, wobei jede
der Schichten, außer der Eingabeschicht, eine kodierte Version aus der kodierten Versionen des Kunden-
Passcodes (7) speichert;
(ii) auf der Kunden-Seite oder auf der Server-Seite eine Richtlinie (5) für den nächsten Authentifizierungs-
versuch des Kündens, die zwischen dem Kunden (12) und dem Server (9) geteilt wird;
und

den Kunden-Authentifizierungsprozess:

(i) auf der Kunden-Seite eine zweite kodierte Kunden-Passcode-Hierarchie (4) erzeugt, indem das hierar-
chische Modell (3) mit dem Kunden-Passcodes (7) gespeist wird, und ein kodierter Kunden-Passcodes (6)
unter Verwendung der kodierten Kunden-Passcode-Hierarchie (4) und der zwischen dem Kunden (12) und
dem Server (9) geteilten Richtlinie (5) erstellt wird;
(ii) den Kunden (12) auf der Server-Seite authentifiziert, wenn der vom Kunden empfangene kodierter
Kunden-Passcodes (6) mit einem erwarteten kodierter Passcodes übereinstimmt, der auf dem Server (9)
unter Verwendung der gespeicherten ersten kodierter Kunden-Passcode-Hierarchie (4) und der geteilten
Richtlinie (5) erzeugt wurde;
(iii) erzeugt auf der Kunden-Seite oder auf der Server-Seite eine neueRichtlinie (5.1), wenn der Kunden (12)
erfolgreich authentifiziert wurde, die zwischen dem Kunden (12) und dem Server (9) für den nächsten
Authentifizierungsversuch des Kündens geteilt wird.

2. Verfahren nach Anspruch 1, wobei der Eingabedatensatz (1) aus Dateneinheiten eines ganzzahligen Typs gebildet
wird; jede Dateneinheit ist ein ganzzahliger Wert zwischen einer minimalen und maximalen ganzen Zahl; vorzugs-
weise ist jede Dateneinheit eine ganze Zahl zwischen 1 und 2000.

3. VerfahrennachAnspruch1oder2,wobeidas reguliertenAktivierungsnetzwerk-Rechenmodells (2) sokonfiguriert ist,
dass es einen k-means-Algorithmus als Konzeptidentifikator implementiert.

4. Verfahren nach einem der vorhergehenden Ansprüche, wobei das hierarchische Modell (3) eine Vielzahl von β
Schichten umfasst, wobei jede Schicht mindestens einen Knoten umfasst, der die Größe der Schicht bestimmt, und
wobei die Schicht L.0 die Eingabeschicht ist undNKnoten umfasst, wobei N die Dimension des Eingabedatensatzes
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(1) ist; und die Schichten L.1 bis L.β‑1 dynamisch erzeugte Schichten sind, wobei jede der Schichten einen kodierten
Passcodes speichert.

5. Verfahren nach Anspruch 4, wobei im Kunden-Erstellungsprozess und im Kunden-Authentifizierungsprozess der
Kunden-Passcodes (7) in die Schicht L.0 des hierarchischen Modells (3) eingegeben wird und die Schichten L.1 bis
L.β‑1 dynamisch erzeugte Schichten sind, wobei jede der Schichten einen codierten Passcodes speichert, der eine
codierte Version des Kunden-Passcodes (7) darstellt.

6. Verfahren nach Anspruch 5, wobei die kodierte Kunden-Passcode-Hierarchie (4) durch die Schichten L.1 bis L.β‑1
des hierarchischen Modells (3) gebildet wird.

7. Verfahren nach einem der vorhergehenden Ansprüche, wobei der Prozess der Erzeugung einer Richtlinie (5), (5.1)
auf dem hierarchischen Modell (3) basiert und die folgenden Schritte umfasst:

- Auswahl einer Anzahl von Elementen für die Richtlinie; vorzugsweise liegt diese Anzahl in einem Bereich von
zwei ganzen Zahlen, noch bevorzugter liegt diese Anzahl zwischen 5 und 60;
- Erstellen der ausgewählten Anzahl von Richtlinie-Elementen, wobei jedes Element ein Paar aus einer Schicht-
ID und einer Liste von Knoten in der genannten Schicht ist und gebildet wird durch:

- zufällige Auswahl einer Schicht des hierarchischen Modells (3); die Auswahl erfolgt zwischen Schicht L.1
und Schicht L.β‑1;
- Erstellen einer Liste durch willkürliches Auswählen eines oder mehrerer Knoten aus der Auswahlschicht.

8. Verfahren nach Anspruch 7, wobei die Richtlinie (5), (5.1) ein JSON-Skript ist, bei dem die JSON-Schlüssel die
Schicht-ID des hierarchischen Modells (3) und die JSON-Werte die Knoten-ID(s) des Schicht sind.

9. Verfahren nacheinemder vorhergehendenAnsprüche4bis 8,wobei imKunden-Erstellungsprozess und imKunden-
Authentifizierungsprozess die kodierte Kunden-Passcode-Hierarchie (4) durch Kodierung des Kunden-Passcodes
(7) in verschiedenenGrößen auf der Grundlage der Größen jeder Schicht (L.1 bis L.β‑1) des hierarchischenModells
(3) erzeugt wird.

10. Verfahren nach einem der vorhergehenden Ansprüche, wobei im Kunden-Authentifizierungsprozess die Erzeugung
des kodierter Kunden-Passcodes (6) die folgenden Schritte auf der Kunden-Seite umfasst:

(i) Eingabe des Kunden-Passcodes (7) in das hierarchische Modell (3), um die kodierte Kunden-Passcode-
Hierarchie (4) zu erzeugen;
(ii) Anwendung der Richtlinie (5) auf die kodierte Kunden-Passcode-Hierarchie (4), um den kodierter Kunden-
Passcodes (6) zu erzeugen, der durch Gruppierung der jeweiligen kodierter Passcodes gebildet wird.

11. Verfahren nach einem der vorhergehenden Ansprüche, wobei im Kunden-Authentifizierungsprozess die Erzeugung
des erwarteten kodierter Kunden-Passcodes (6) auf der Server-Seite die folgenden Schritte umfasst:

(i) Beim Empfang einer Authentifizierungsanforderung durch den Kunden (12) lädt der Server die kodierte
Kunden-Passcode-Hierarchie (4) und die mit dem Kunden (12) geteilte Richtlinie (5);
(ii) Anwendung der Richtlinie (5) auf die kodierte Kunden-Passcode-Hierarchie (4), um den erwarteten kodierter
Kunden-Passcodes (6) zu erzeugen, der durch Gruppierung der jeweiligen kodierter Passcodes gebildet wird.

12. Verfahrennacheinemder vorhergehendenAnsprüche1bis 11,wobei derModell-Erstellungsprozess, dieErzeugung
der kodierten Kunden-Passcode-Hierarchie (4) im Kunden-Erstellungsprozess und die Erzeugung der Richtlinie (5),
(5.1) sowohl imKunden-Erstellungsprozessalsauch imKunden-Authentifizierungsprozessauf derSeitedesServers
ausgeführt werden; und
der Kunde (12) speichert das hierarchische Modell (3) und die Richtlinie (5), (5.1).

13. Verfahren nach Anspruch 12, wobei der Kunden-Erstellungsprozess die folgenden Schritte umfasst:

- ein Kunden (12) sendet eine Kunden-Erstellungsanforderung an einen Server-Administrator; die Anforderung
umfasst eine Kunden-ID (10), einen Kunden-Passcodes (7) und ein Token (11);
- nach erfolgreicher Validierung des Tokens (11) durch denServer-Administratorwird der Kunden-Passcodes (7)
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als Eingabe für das regulierten Aktivierungsnetzwerk-Rechenmodells (2) verwendet, um ein hierarchisches
Modell (3) und eine entsprechende kodierte Kunden-Passcode-Hierarchie (4) für den besagten Kunden-
Passcodes (7) zu erzeugen;
- der Kunden-Passcodes (7) und die kodierte Kunden-Passcode-Hierarchie (4) werden auf dem Server (9) als
Informationen des Kunden gespeichert;
- der Server (9) erzeugt eine Richtlinie (5) auf der Grundlage des hierarchischen Modells (3), und die erzeugte
Richtlinie (5) wird auf dem Server (9) mit den Informationen des Kunden als erwartete Richtlinie (5) für den
nächsten Authentifizierungsversuch durch den Kunden (12) gespeichert;
- eine Kopie der Richtlinie (5) und des hierarchischen Modells (3) wird an den Kunden (12) gesendet, um im
System des Kunden gespeichert zu werden.

14. Verfahrennacheinemder vorhergehendenAnsprüche1bis 11,wobei derModell-Erstellungsprozess, dieErzeugung
der kodierten Kunden-Passcode-Hierarchie (4) und die Erzeugung der Richtlinie (5), (5.1) sowohl im Kunden-
Erstellungsprozess als auch im Kunden-Erstellungs-Authentifizierungsprozess auf der Seite des Kündens ausge-
führt werden; und
der Server (9) speichert die kodierte Kunden-Passcode-Hierarchie (4) und die Richtlinie (5), (5.1).

15. Verfahren nach Anspruch 14, wobei der Erstellungsprozess des Kunden die folgenden Schritte umfasst:

- der Kunden (12) sendet eine Kunden-Erstellungsanforderung an einen Server-Administrator; die Anforderung
umfasst eine Kunden-ID (10), eine kodierte Kunden-Passcode-Hierarchie (4), eine Richtlinie (5) und ein Token
(11), das vom Server-Administrator bereitgestellt wird;
- nach erfolgreicher Validierung des Tokens durch den Server-Administrator wird der Kunden (12) mit einer
eindeutigen ID erstellt;
- der Server (9) speichert die Kunden-ID (10), die kodierte Kunden-Passcode-Hierarchie (4) und dieRichtlinie (5)
für den nächsten Authentifizierungsversuch des Kündens (12).

Revendications

1. Méthode d’authentification d’un client dans une architecture client-serveur, laméthode comprenant un processus de
création de modèle, un processus de création de client et un processus d’authentification de client; dans laquelle,

le processus de création de modèle génère:

(i) du côté du client ou du côté du serveur, un modèle hiérarchique (3), partagé entre le client et le serveur,
basésur l’alimentationd’unmodèledecalcul de réseaud’activation régulé (2) avecunensemblededonnées
d’entrée (1) à N dimensions généré de manière aléatoire, ledit modèle hiérarchique (3) étant composé de
plusieurs couches;

le processus de création de client génère:

(i) du côté du client ou du côté du serveur, une première hiérarchie de mot de passe codé (4) du client en
alimentant lemodèle hiérarchique (3) avec unmot de passe (7) du client; la hiérarchie demot de passe codé
(4) du client est sauvegardée sur le serveur (9) et comprend un ensemble de mots de passe codés
représentant des versions codées du mot de passe (7) du client; la hiérarchie de mot de passe codé (4)
duclient est forméepardescouchesdumodèlehiérarchique (3), chacunedecescouches, à l’exceptionde la
couche d’entrée, stockant une version codée desdites versions codées du mot de passe (7) du client;
(ii) du côté du client ou du côté du serveur, une politique (5) pour la prochaine tentative d’authentification du
client, qui est partagée entre le client (12) et le serveur (9);
et

le processus d’authentification de client:

(i) génère, du côté du client, une deuxième hiérarchie de mot de passe codé (4) du client en alimentant le
modèle hiérarchique (3) avec le mot de passe (7) du client et un mot de passe codé (6) du client est créé à
l’aide de la hiérarchie demot de passe codé (4) du client et de la politique (5) partagée entre le client (12) et le
serveur (9) ;
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(ii) authentifie le client (12) du côté duserveur, si lemot depassecodé (6) du client, reçuduclient, correspond
à unmot de passe codé attendu, généré par le serveur (9) à l’aide de la première hiérarchie demot de passe
codé (4) du client sauvegardée et de la politique partagée (5);
(iii) génère, du côté du client ou du côté du serveur, une nouvelle politique (5.1), si le client (12) est authentifié
avecsuccès,qui estpartagéeentre leclient (12)et le serveur (9)pour laprochaine tentatived’authentification
du client.

2. Méthode selon la revendication1, dans laquelle l’ensemblededonnéesd’entrée (1) est forméd’unités dedonnéesde
type entier; chaque unité de données est une valeur entière comprise entre un minimum et un maximum; de
préférence, chaque unité de données est un nombre entier compris entre 1 et 2000.

3. Méthode selon les revendications 1 ou 2, dans laquelle le modèle de calcul de réseau d’activation régulé (2) est
configuré pour mettre en œuvre un algorithme k-means en tant qu’identificateur de concept.

4. Méthodeselon l’unequelconquedes revendicationsprécédentes,dans laquelle lemodèlehiérarchique (3) comprend
plusieurs couches β, chaque couche comprenant au moins un nœud, déterminant la taille de la couche, et dans
laquelle la couche L.0 est la couche d’entrée et comprend N nœuds, N étant la dimension de l’ensemble de données
d’entrée (1); et les couches L.1 à L.β‑1 sont des couches générées dynamiquement, chacune de ces couches
stockant un mot de passe codé.

5. Méthode selon la revendication 4, dans laquelle, dans le processus de création de client et le processus d’au-
thentification de client, le mot de passe (7) du client est saisi dans la couche L.0 du modèle hiérarchique (3), et les
couches L.1 à L.β‑1 sont des couches générées dynamiquement, chacune de ces couches stockant unmot de passe
codé représentant une version codée du mot de passe (7) du client.

6. Méthode selon la revendication 5, dans laquelle la hiérarchie de mot de passe codé (4) du client est formée par des
couches L.1 à L.β‑1 du modèle hiérarchique (3).

7. Méthode selon l’une quelconque des revendications précédentes, dans laquelle le processus de génération d’une
politique (5), (5.1) est basé sur le modèle hiérarchique (3) et comprend les étapes suivantes:

- sélection d’un nombre d’éléments pour la politique; de préférence, ce nombre est compris dans une fourchette
de deux nombres entiers, de préférence encore, ce nombre est compris entre 5 et 60;
- création du nombre sélectionné d’éléments de politique, chaque élément étant une paire d’ID de couche et une
liste de nœuds dans ladite couche et étant formé par:
- sélectionaléatoired’unecouchedumodèlehiérarchique (3); la sélectionétant effectuéeentre la coucheL.1et la
couche L.β‑1;
- création d’une liste, en choisissant arbitrairement un ou plusieurs nœuds dans la couche de sélection.

8. Méthodeselon la revendication7,dans laquelle lapolitique (5), (5.1)estunscript JSONdont lesclésJSONsont l’IDde
couche du modèle hiérarchique (3) et les valeurs JSON sont les ID(s) des nœuds de la couche.

9. Méthode selon l’une des revendications précédentes 4 à8, dans laquelle, dans le processus de création de client et le
processusd’authentificationdeclient, la hiérarchiedemot depassecodé (4) du client est généréeencodant lemot de
passe (7) du client dans des tailles variées, basées sur les tailles de chaque couche (L.1 à L.β‑1) du modèle
hiérarchique (3).

10. Méthodeselon l’unequelconquedes revendicationsprécédentes, dans laquelle, dans leprocessusd’authentification
de client, la génération du mot de code codé (6) du client comprend les étapes suivantes, du côté du client:

(i) introduction dumot de passe (7) du client dans lemodèle hiérarchique (3) afin de générer la hiérarchie demot
de passe codé (4) du client;
(ii) application de la politique (5) à la hiérarchie de mot de passe codé (4) du client pour générer le mot de passe
codé (6) du client, formé par le regroupement des respectifs mots de passe codés.

11. Méthodeselon l’unequelconquedes revendicationsprécédentes, dans laquelle, dans leprocessusd’authentification
de client, la génération du mot de passe codé (6) attendu du côté du serveur comprend les étapes suivantes:
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(i) à la réception d’une demande d’authentification du client (12), le serveur charge la hiérarchie demot de passe
codé (4) du client et la politique (5) partagée avec le client (12);
(ii) application de la politique (5) à la hiérarchie de mot de passe codé (4) du client pour générer le mot de passe
codé (6) attendu, formé par le regroupement des respectifs mots de passe codés.

12. Méthode selon l’une des revendications précédentes 1 à 11, dans laquelle le processus de création de modèle, la
génération de la hiérarchie demot de passe codé (4) du client lors du processus de création de client et la génération
de la politique (5), (5.1) lors du processus de création de client et du processus d’authentification de client sont
exécutés du côté du serveur; et
le client (12) stocke le modèle hiérarchique (3) et la politique (5), (5.1).

13. Méthode selon la revendication 12, dans laquelle le processus de création de client comprend les étapes suivantes:

- un client (12) envoie une demande de création de client à un administrateur de serveur; la demande comprend
une ID (10) du client, un mot de passe (7) du client et un jeton (11);
- lorsque la validation du jeton (11) par l’administrateur de serveur est réussie, le mot de passe (7) du client est
utilisé comme entrée dans le modèle de calcul de réseau d’activation régulé (2) pour générer un modèle
hiérarchique (3) et une respective hiérarchie de mot de passe codé (4) du client pour ledit mot de passe (7) du
client;
- le mot de passe (7) du client et la hiérarchie demot de passe codé (4) du client sont sauvegardés sur le serveur
(9) en tant qu’information du client;
- le serveur (9) génère une politique (5) basée sur le modèle hiérarchique (3), et la politique générée (5) est
sauvegardée sur le serveur (9) avec l’information du client en tant que politique attendue (5) pour la prochaine
tentative d’authentification par le client (12);
- unecopie de lapolitique (5) et dumodèlehiérarchique (3) est envoyéeauclient (12) pour être sauvegardéedans
le système du client.

14. Méthode selon l’une des revendications précédentes 1 à 11, dans laquelle le processus de création de modèle, la
génération de la hiérarchie de mot de passe codé (4) du client et la génération de la politique (5), (5.1) lors du
processusdecréationdeclient et duprocessusd’authentificationdecréationdeclient sont exécutésducôtéduclient;
et
le serveur (9) stocke la hiérarchie de mot de passe codé (4) du client et la politique (5), (5.1).

15. Méthode selon la revendication 14, dans laquelle le processus de création du client comprend les étapes suivantes:

- le client (12) envoie une demande de création de client à un administrateur de serveur; la demande comprend
une ID (10) du client, une hiérarchie demot de passe codé (4) du client, une politique (5) et un jeton (11) fourni par
l’administrateur de serveur;
- lorsque la validation du jeton par l’administrateur de serveur est réussie, le client (12) est créé avec une ID
unique;
- le serveur (9) stocke l’ID (10) du client, la hiérarchie demot de passe codé (4) du client et la politique (5) pour la
prochaine tentative d’authentification du client (12).
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